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Overview

Application programming interfaces (APIs)

Google options for APIs (i.e., so you don't have to write your own)



http://www.robert-drummond.com/2013/05/08/how-to-build-a-restful-web-api-on-a-raspberry-pi-in-javascript-2/
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 APIs hide the details and enforce contracts

API

Complex, 
changeable 
implementation

Simple, 
versioned 
interface

Users
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{REST}

What is a REST API?
● A set of constraints a service must 

comply with.

● An API that uses HTTP requests to GET, 
PUT, POST, and DELETE data.

● Designed to set up a format for 
applications to communicate.

● Great for cloud applications because they 
are stateless.

● Authentication via OAuth and security by 
leveraging tokens.
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Authentication 
and authorization

Logging and 
monitoring

Management 
and scalability

Interface 
definition

API 
management

Deploying and managing APIs can be difficult
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APIs

https://developer.twitter.com/en/docs/twitter-api/getting-started/about-twitter-api

https://discord.com/developers/docs/intro

https://www.reddit.com/dev/api

…

https://developer.twitter.com/en/docs/twitter-api/getting-started/about-twitter-api
https://discord.com/developers/docs/intro
https://www.reddit.com/dev/api


No real standard is in place

There are RESTful suggestions…
https://www.w3.org/2001/sw/wiki/REST

There are competing suggestions
https://standards.rest/

There are other things we can do:
Microformats: https://developer.mozilla.org/en-US/docs/Web/HTML/microformats

(i.e., embed in HTML)

Atom web standards: https://en.wikipedia.org/wiki/Atom_%28Web_standard%29

Or you could write your own…

https://www.w3.org/2001/sw/wiki/REST
https://standards.rest/
https://developer.mozilla.org/en-US/docs/Web/HTML/microformats
https://en.wikipedia.org/wiki/Atom_%28Web_standard%29


Creating (your own) API (½)

1. List information clients want from API
a. Semantic descriptors (i.e., what your calls 'mean')

2. Draw a state diagram
a. Transitions = links

3. Use existing link descriptions / semantic descriptors where possible
a. https://www.w3schools.com/html/html5_semantic_elements.asp
b. https://www.smartdatacollective.com/html5-and-semantic-web/

https://www.w3schools.com/html/html5_semantic_elements.asp
https://www.smartdatacollective.com/html5-and-semantic-web/




Creating (your own) API

4. Select a data format
- JSON, etc.

5. Write a profile
- RFC 6906 - https://datatracker.ietf.org/doc/html/rfc6906
- i.e., formalized descriptions of link relationships and semantic meanings
- XMDP, ALPS, JSON-LD

- https://json-ld.org/

6. Publish!

https://datatracker.ietf.org/doc/html/rfc6906
https://json-ld.org/


So what does this all mean?

There are numerous ways people have implemented REST

There is the "correct" way by the author of the entire idea
- Then there are the numerous interpretations by the entirety of the Internet

If you want some fun, read the reviews of the book on the subject: 
https://www.amazon.com/RESTful-Web-APIs-Services-Changing/dp/1449358063

(they are not nice)

https://www.amazon.com/RESTful-Web-APIs-Services-Changing/dp/1449358063


So back to Google…



Protection

Generate and share
API keys.

Validate calls with JSON 
Web Tokens.

Identify app users with 
Auth0 and Firebase Auth.

Speed

ESP provides security and 
insight < 1ms.

Automatic API 
deployment.

Monitoring and 
logging Integration

Inspect performance 
with Cloud Trace.

Real-time log 
management with Cloud 
Logging.

Analysis with BigQuery.

Choose your own 
framework and language.

Upload an OpenAPI 
specification and deploy 
Google’s containerized 
proxy.

Cloud Endpoints help you create and maintain APIs
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Backend API

Mobile and web 
client applications

Cloud Endpoints

Javascript

iOS

Android

Where Cloud Endpoints fit
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Authentication 
and 
authorization

Logging and 
monitoring

Management 
and scalability

Interface 
definition

Open API
gRPC API

Service-to-service 
authentication
User authentication

Extensible Service Proxy 
Service Management
Service Control

Cloud Logging
Cloud Trace

Cloud Endpoints makes it easier to deploy and 
manage APIs

Cloud 
Endpoints
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Cloud Endpoints: Qwik Start
Lab Intro

Deploy a sample API with Google Cloud 
Endpoints and view the Cloud Endpoints 
Activity Graphs and Logs.

The lab can be found here.
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Connected 
experiences

Backend 
systems

Partner 
apps

Consumer 
apps

Employee 
apps

Cloud 
apps

Systems 
of record

Internet of 
Things

Design, Secure, Publish, Analyze, Monitor, and 
Monetize APIs Manage microservices, Leverage 

developer portal

Apigee Edge is a platform for developing and 
managing APIs
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/payment

/order

Partner, 
consumer, and 
employee apps Legacy app

/account

/history

/creditgateway

/rewards

APIs

Backend 
application 
component on 
Google Cloud

Cloud 
Endpoints

An API gateway enables clients to retrieve data from 
multiple services with a single request
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The Purpose of APIs

Cloud Endpoints

Lab: Cloud Endpoints: Qwik Start

Using Apigee Edge

Managed Message Services

Pub/Sub

Agenda
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AnalyzeTransfor
m

Web

IoT

Endpoint clients

Mobile iOS

Android

Web

User
experience

User and 
device 
data

Ingest

Organizations have to rapidly ingest, transform,
and analyze massive amounts of data
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Frontend
US West

Frontend
US West

Frontend
US East

Frontend
US East

Frontend
EU 

Frontend
EU

PayLabel
Service

Recommend-
ations

FriendList 
service

Top10 
service

Organizations have to orchestrate complex
business processes

Copyright Google LLC. For educational purposes in accordance with the terms of use set forth on the program Website.

https://sites.google.com/google.com/gcp-teachingresources/privacy-and-terms


Reliability 
improvement

Log to multiple 
systems

Balance workloads in 
network clusters

Implement asynchronous 
workflows

Distribute event 
notifications

Upstream 
service

Downstrea
m service

Refresh distributed 
caches

Stream data from various 
processes or devices

Use cases for a managed messaging system
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The Purpose of APIs

Cloud Endpoints

Lab: Cloud Endpoints: Qwik Start

Using Apigee Edge

Managed Message Services

Pub/Sub

Agenda
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Ingest events
at any scale

No provisioning, partitioning, or 
load isolation worries.
Expand with global topics.
Enrich, deduplicate, order, 
aggregate, and land events using 
Dataflow.
Durable storage.

Simple development of 
event-driven microservices

Be production ready 
from day one

Reliable delivery of each event to 
the services that must react to it.
Push subs deliver the event to 
serverless apps.
Pull subs make events available 
to more complex stateful 
services.
Multi-region environments 
operate seamlessly.

End-to-end encryption, IAM, and 
audit logging.
NoOps, fully automated scaling 
and provisioning.
Extreme data durability and 
availability.
Native client libraries and an 
open-service API

Pub/Sub simplifies global messaging and event 
ingestion
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HR system

Person-hired event “message”

Employee 
directory 
service

Badge 
activation 

system

Email 
account 

provisioning

Facilities 
system

Pub/Sub

HR “topic”

Pub/Sub is used between data gathering and 
processing systems
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Pub/Sub

Topic

Publisher

Message

Message

Subscriber

Subscription

Message 
store

Pub/Sub uses the Publish-Subscribe pattern
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Message

Subscriber

Acknowledge

Subscriber

Request

Message

Acknowledge

Push subscription Pull subscription

Legend
HTTP POST request

HTTP GET request

HTTP response

Pub/Sub acts as a buffer between sending and 
receiving across software applications
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Pub/Sub

Message 1

Publisher A Publisher B Publisher C

Subscriber X Subscriber Y Subscriber Z

Message 2 Message 3

Message 1 Message 2 Message 3 Message 3

Topic A Topic B Topic C

Subscription XA Subscription XB Subscription YC Subscription ZC

A slightly more complex setup of Pub/Sub
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The position of Pub/Sub within the big data 
processing model
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Storage

Pub/Sub

IoT
Dataproc
Hadoop & Spark

Dataflow

Cloud 
Storage

Cloud SQL

Cloud 
Spanner

Cloud 
Bigtable

BigQuery

BigQuery

Vertex AI

Cloud Bigtable

Dataproc
Hadoop & Spark

Apps

Devices

Databases

Data 
Warehouse

Predictive 
Analytics

Caching & 
Serving

Ingest Process Store Analyze
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Chat and mobile Instant search Ads and budgets

Examples of Pub/Sub working
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Lab: Cloud Pub/Sub: Qwik Start - 
Python

Quiz

Summary

Agenda
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Google Cloud Pub/Sub:
Qwik Start - Python

Lab Intro

Publish messages with Pub/Sub using the 
Python client library.

You can find the lab here.
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