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The shell

= Google Cloud ‘ e* cloud-apps-demos-w24 ¥ Search (/) for resources, docs, products, and more ‘ Q_ Search ‘

Y Welcome

You're working in_cloud-apps-demos-w24

(AWS CloudShell is quite similar)

(Microsoft? Also has a shell)
= Currently PowerShell though
= Planning on being a sysadmin? LEARN POWERSHELL
= |t's pretty good!



Features: https://cloud.google.com/shell/

CLOUD SHELL

" # Open Editor
- Terminal

3 K] cloud-apps-demos-w24.
ct [ PRO s hafige to a different project.
:+ (cloud-aj -w24)f 1

Ephemeral mode - 1-off sessions


https://cloud.google.com/shell/

For Google

Shell is a Linux environment that can control pretty much all (Google) services
(Same applies to AWS, but not the Google part)

Also, nicely just highlighting something auto-copies it to your clipboard



One thing to keep in mind

We're going to be playing with a handful
of different Google Cloud products here

- Most of which we'll be covering in
depth later

- So don't get too flustered if you

don't "understand" what it is yet
That comes later

BT (DLOVE YoU
TOKEEP AN OPEN MING




There are four ways to interact with Google Cloud

-

o

Google Cloud . CloudSDKand : REST-based | Cloud Console
Console . Cloud Shell . API . mobile app
Web user ' Command-line | Forcustom I ForiOS and
interface | interface . applications . Android

£ Google Cloud

Copyright Google LLC. For educational purposes in accordance with the terms of use set forth on the program Website.


https://sites.google.com/google.com/gcp-teachingresources/privacy-and-terms

Example 1. Basic usage

File management (i.e., common commands)

Git

move file: mv filel file2
copy file: cp filel file2

copy directory: cp -r dirl dest _directory

delete file: rm file
delete directory: rm -rf dirl

clone: git clone <repository url>

Effective June 17, 2024, Cloud Source Repositorie:

Source Repositories, you can't enable

enable the Cloud Source Repositories API. Organizations that have used Cloud Source Repositories prior to June 17, 2024 are not affected

by this change.

Cloud Source Repositories
documentation

View all product documentation

( - )
“ ‘,/l /\

(If managing git in the Cloud Shell then all your common commands work)
- (There's also a Cloud Source Repositories that seems to be being actively deprecated)




Common GCP commands

Setting environment variables (not strictly GCP, but you'll do it a lot)
$ myvar="HELLO THERE"
$ echo $myvar

Setting region
$ gcloud config set compute/region us-eastl

Setting project IDs
$ gcloud config set project PROJECT_ID

...essentially everything is wrapped around the gcloud command

- Use gcloud --help to learn more

- e.g, gcloud config --help to learn about the config parameter
T



Common issues from IC2

1) Didn't authenticate somehow (not sure how this happened as you are already
logged in, but)

gcloud init
2) Wrong project ID

gcloud config set project <ID>



Example 2: Creating a VM

Many different ways to configure a VM
- Manual, from a template, cloning, etc.

We'll use a publicly available image for the purposes of this demo
- Just know that you can configure everything to your heart's content




https://cloud.google.com/compute/docs/instances/cr
eate-start-instance#gcloud

. . NAME:

$ gcloud compute images list ubuntu-2204-jammy-v20240801
PROJECT: ubuntu-os-cloud
FAMILY: ubuntu-2204-Its
DEPRECATED:

STATUS: READY

Then, let's look at a bit more

$ gcloud compute images describe ubuntu-2204-jammy-v20240801
--project ubuntu-os-cloud


https://cloud.google.com/compute/docs/instances/create-start-instance#gcloud
https://cloud.google.com/compute/docs/instances/create-start-instance#gcloud

erik_fredericks@cloudshell: (cloud-apps-demos-w24) § gcloud compute images
architecture: X86_ 64
archiveSizeBytes: '3287029440"
creationTimestamp: '2024-07-31T22:16:10.913-07:00"
description: Canonical, Ubuntu, 22.04 LTS, amdé4 jammy image built on 2024-08-01
diskSizeGb: '10°'
enableConfidentialCompute: false
family: ubuntu-2204-1ts
guestOsFeatures:
— type: VIRTIO SCSI MULTIQUEUE
— type: SEV_CAPABLE
- type: SEV_SNP_CAPABLE
— type: SEV LIVE MIGRATABLE
- type: SEV_LIVE MIGRATABLE V2
- type: IDPF
— type: UEFI COMPATIBLE
- type: GVNIC
id: '6773999173680669941"
kind: computefimage
labelFingerprint: 42WmSpB8rSM=
licenseCodes:
— '5511465778777431107"
licenses:
- https://www.googleapis.com/compute/vl/projects/ubuntu-os-cloud/global/licenses/ubuntu-2204-1ts
name: ubuntu-2204-jammy-v20240801
rawDisk:
containerType: TAR
source: "'
selfLink: https://www.googleapis.com/compute/vl/projects/ubuntu-os—cloud/global/images/ubuntu-2204-jammy-v20240801
shieldedInstanceInitialState:

describe ubuntu-2204-jammy-v20240801 --project ubuntu-os-cloud

dbxs:
— content: 2gcDBhMRFQAAAAAAAAAAABENAAAAAVEONAKVSt907kmKqQTRON1Z1pzCCDPUCAQEXDZzANBglghkgBZOMEAQEFADALBgkghkiGOw0BBwGgggsIMITFGDCCBACGAWIBAGITMWAAABNryScg3elZiARAAAAAFZANBgkqhkiGO9w0BAQsFADCBgDELMAKGA1UEBhMCVVMXE ZARBgNVBAGTC1dhc2hpbmd0b24xEDAOBg
NVBACTB1J1ZG1vbmQOxHjACBgNVBAOTFU1pY3Jvc2 9mdCBDb3Jwb3JhdGlvbjEgMCgGAIUEAXMhTW1 ) cm92zb2Z0IENvenBvcmE 0aW9uIELFSyBDOSAYMDEXMB4XDTE2MDEWN j E4Mz0xNVoXDTE 3MDOWNJ E4MzQxNVowgZUxCZzAJBgNVBAYTA1VIMRMWEQYDVQOTEWPXYXN IDgYDVOQHEWASZWRtb2SkMR4AWHAYDV

QOKExVNaWNyb3NvZnQgQ29ycGIyYXRpb24xDTALBGNVBASTBE 1 PUFIxMDAuBGNVBAMT J01pY3Jvc29mdCBXaW5kb 3dz I FVFRkkgS2VSIEV4Y2hhbmd1 IET1eTCCAS IwDQYJIKoZ ThvcNAQEBBOADGGE PADCCAQOCGGEBAKX CkZgbboTnVZnS1h_JbnlcVst9wtFKBNQ) TpeB9wirml 3h-£ziBvzkiOhSNBD2Dg491GEvVs4egyow
mTsLulTnBUH1E HiBNoa7fKXV6F93qYrTPajx5voL7NedplWnMEPSRvIrQdrysTZwtoXMLYDhcBbOHISN1IDEGQrB8JiC4A3vLIil91k00Tq4PZbSACVCEOW1G71R broONOg5B4 7pI2S_9mU1PXr1NBSE148K14cJwO2GyvOVvxQ6wWUSFTEXMCBKIT3LnPUS1ZY68n3MpZSVY4skhrEt2dy£5bZNzkYTTouxCOn370rMbGGq3
tpv7JDD6E_Rfqua3dXYECAWEAAAOCAXIwggFuMBOGA1UAJQONMASGCSSGAQQBGdPATAGBGNVHQ4EFQOUVSJIppT fox2XY0AJRI 1nxAUOY20wUQYDVRORBE owSKRGMEQXDTALBGNVBASTBE 1 PUF 1 xMzAXBgNVBAUTK jMxN i MxKzJ i NDU2Y2J3 LTA1NDI tNDAkOS050WU1 LWQZOWI 4MTVNTCzZTAfBGNVHSMEGDAWGBR1_EPNoD
6ky2cS01vZVax7zLaKXzBTBoNVHREETDBKME i gRGBEhkJodHRwO1 8vd3d3Lm1pY3Jvc29mdC5 b2 0veGtpb3BzL2NybCINaWNDb 3JLRUL DOT TwMTF £MjAXMS0wN1 0yNC 5] cmwwYAY IKwYBBQUHAQEEVDBSMFAGCCSGAQUFBZAChKROGHRWO1 8vd 3d3Lm1 pY3Jvc29mdC5ib20veGtpb3BzL2N1cnRzL01pYONvCkt FSONBM] AxM
VBYMDEXLTA2LTI0LmNydDAMBgNVHRMBAF8EA ] ARMAOGCSQGSIb3DQEBCWUAA4 IBAQCG) TFLxsKmyLESJueg0S2CpENTMOg2IALs i tZHWE Yw2 jMhY 9bokmKvIdSqVnalmoZ6_zJSOS_JY6HKWZr6dDJe9Lj7xiW_e4qPP-KDrCVb02vBnK4EKTVITdIpyMhxBMdXUcqleGl65180CkQ27tu0-WZjaWEVSEY gpQj0ye2UA4HYUY
gJ1pT240JRi7TeQ03Nebb-ZrUkbESux100VV_mg2RSFDWOC3REORAGVSinw6X7haSh1RC12cLF27 TErFIRQOT 4eSM33eDiitXXpYmD13jqKeHhLVXr07QSwquKe101UYokIngPOpTwoDnt 2qRuLnZ 71 w7 32dSPNOB57TMI I F6DCCAICGAWI BAGTKYQrRi AAAARAAA zANBgkghkiGOwOBAQSFADCBKTELMAKGA1UEBhMCVVMXE ZA
RBgNVBAQTC1dhc2hpbmd0b24xEDAOBGNVBACTB1J1ZG1vbmOxHjACBgRVBACTFU1pY 3Jvc29mdCBDb3Jwb3JhdG1vbjE TMDKGA1 UEAXMYTWL j cm9zb2Z 0 IENvCnBvcmF 0aW9uIFRoaXJk IFBhcnRSTE1hemt 1dHBS YWN1 IFJvb30wHhcNMTEwNj T0MAOMT ISWhcNMj YwNj TOMjATMTISH CBgDELMAKGA1UEBhMCVVMXE ZARBg
NVBAGICldhc2hpbmd0b24xEDAOBGNVEACTB1J12G1vbnOxH JACBgNVEAOTEULpY3 Jvc2 ImACBDb3 Jwb3 ThdGLub) EQMCGGALUEAXMN WL cmdzb22 0 TENvCnBenE 0aR9u T E L FSyBDQSAYMDE RMI 1B ANBgkahki G9u0BAQEFAAOCAQBAMI TBCGRCAQEAXO1 11 r~tVyauJsPqs_tXekQCXQcN2krldCrmsA_sbevsE7njWuMyE
BEXTw73jC6c4FZOOXvXghL 1 I8wZOmmSnUX ThU-PITbO i hn -CwO3pzc70U2piOgtDuell f4F-dTEFKsR4iOJjXC3pBIN7K71nPoWWtfBy9ToxC lme4kiwPsjfKL6SNK-OMREgt-tUeSbNzmBInrOTME 6xABKnH1-YMTPPB1CS90dkb uk——3K1xK1igq-w7SeT3km2U7zCkqn xyWaLrrpLv

93jUTgMYC70RfzJ12ze9]ksGveUCEeYd 4lKoGJl7BZmPFQIDAQAEOQIBTZCCAUSHEAYJKHYBBAGCNXUEBAMCAQAHHQYDVROOBBYEFGLEQﬁ2qu’ILZxI.SH91VIHVMtnprBkGCSSGAQQBq]CUAgQMHgOAUHBlAGIBQHBBMASGAIUWIthAPEgNVHRMBAfSEBTADMH MBB8GA1UdIwQYMBaAFEVmMUkPhf1gRv9ZOniNVCDs
6ImgoMFwGA1UdHWRVMFMwUaBPOE2GS2h0dHA6LY 9 crwubW1j cm9zb2Z0LmNvbS 9wa2kvY3JsL3Byb2R1Y3RzL01pY0ONvc1RoaVBhcklhclJvbl ByMDEWLTEWLTA] LmNybDBgBggrBgEFBQCBAQRUMF IWUAYIRWwYBBQUHMAKGRGhOdHA6LY93d3cubWljcm9zb2Z0 LmNvbS Swa2kvY2VydHMvTIW1 ] Q2 9yVGhpUGFyTWE yUmSvXz
TWMTAtMTAtMDUuY3JOMAOGCSgGSIb3DOEBCWUAA4 ICAQDUNKI ] 1FJQYASogPPsgkhwM16DRE8ehSZgjuorVlepAAgi2kdlrgebe SN2pRexBk9uFk8gJdnvveoG3i9us6 IWNGOM1 1 £ IGaNfBdbbxtBpzkhIMr frXdIw9cD1uLp4B6Mr pvbNFaE7ILKrkElcJIxr6£60D9eWH-Xn1B-yKgyNS B80oKRB799d8pdF2uQXIee0PkJKcwv7ib




Also need the zone and machine type

First, what zones are there?

$ gcloud compute zones list

And what machine types in that zone?

$ gcloud compute machine-types list --zones us-east5-a

Let's go e2-medium



Now let's create it

$ gcloud compute instances create VM_NAME \
--zone=ZONE \
[--image=IMAGE | --image-family=IMAGE_FAMILY]\
--image-project=IMAGE_PROJECT \
--machine-type=MACHINE_TYPE

i.e.,

$ gcloud compute instances create ubuntu-test-vm \
--zone=us-east5-a \
--image-family=ubuntu-2204-1ts \
--image-project=ubuntu-os-cloud \
--machine-type=e2-medium



And...

Created [https://www.googleapis.com/compute/vl/projects/cloud-apps-demos-w24/zones/us—east5-a/instances/ubuntu-test—vm] .
NAME: ubuntu-test—-vm

ZONE: us—eastS5-a

MACHINE TYPE: eZ-medium

PREEMPTIBLE:

INTERNAL IP: 10.202.0.2
EXTERNAL TP: 34.162.203.115
STATUS: RUNNING

VM instances

= Filter Enter property name or value

D Status Name Zone Recommendations In use by Internal IP External IP Connect

O o cis655-microinstance- us-east1-b = 0.142.0.2 (nic0) SSH |+ :
D (V] ubuntu-test-vm us-east5-a = 0.202.0.2 (nic0) 34.162.203.115 (nic0) SSH ~ E




Neat, HOWEVER

Your VM is now running . ubuntu-test-vm

MEANING IT IS CONSUMING
RESOURCES
- Always shut your (non free-tier) VMs
off when done, otherwise they'll eat
up your available credits

Monthly estimate

$25.46
That's about $0.03 hourly

Pay for what you use: no upfront costs and per second billing

ltem Monthly estimate
2 vCPU + 4 GB memory $24.46
10 GB balanced persistent disk $1.00
Total $25.46
Compute Engine pricing (2
A\ LESS



But wait

Connect

We don't need this pesky thing anymore!

SSH ~

We have the Cloud Shell
$ gcloud compute ssh <vm> --zone=<zone>

also! allows for tab completion!



Cloud ... Code Editor

(this is new to me - not sure how long it has been added)
- double note - you'll see this quite often as all cloud providers like to change
their interface at what feels like a daily rate
Essentially, VSCode in the cloud

Can hook nicely into your cloud apps if you'd like

https://cloud.google.com/shell/docs/launching-cloud-shell-editor



https://cloud.google.com/shell/docs/launching-cloud-shell-editor

B3 Cloud Shell Editor

2 %W o B

8

ETRNE TR S

IE Welcome X

Start

in Open Home Directory
[‘l New File...

ﬁ Open File...

Z—" Clone Git Repository...

Recent

erik_fredericks /home

PROBLEMS QuTPUT DEBUG CONSOLE TERMINAL

O erik_fredericks@cloudshell:~$ [|

zZ B2

Walkthroughs

VGet Started with Code OSS for the Web
Customize your editor, learn the basics, and start coding

€% Customize Cloud Code Sidebar
€% Gemini Code Assist
€% Create API specs in seconds

€% Create APl Proxy Bundle

More...

Show welcome page on startup

(gbash A +v D @

=

~

X

LEARN

3' Tutorial @

Creating and deploying a Cloud Run servic

Set up a Hello World service, deploy it to Cloud Run, and viev
the status of your service's resources.

This walkthrough shows you how to work in Cloud Shell Edit
You can use a similar process if you use the Cloud Code
extension in your IDE.

Pick your preferred language to get started.
Language options

= Go
Tutorial

Create and deploy a Go Cloud Run service

€ Node.js
Tutorial

Create and deploy a Node.js Cloud Run service

1 Python
Tutorial

Create and deploy a Python Cloud Run service

© Java
Tutorial

Create and deploy a Java Cloud Run service

© NET
Tutorial

Create and deploy a .NET Cloud Run service



Local tools (!!)

Can install in a local environment as well

https://cloud.google.com/shell/docs/using-cloud-shell-with-gcloud-cli

(Note - comes pre-installed in Compute Engine instances)

(Installation instructions directly)

https://cloud.google.com/sdk/docs/install#deb


https://cloud.google.com/shell/docs/using-cloud-shell-with-gcloud-cli
https://cloud.google.com/sdk/docs/install#deb

Authorization flows (outside of Cloud Shell)

This leads us to the topic of authorization
- You don't want just anybody able to remote in and run commands, right?

When running $ gcloud init:




& signin with Google

Q This will allow Google Cloud SDK to:

® See, edit, configure, and delete your Google Cloud ©)

GO 0 g Ie C I O u d S D K data and see the email address for your Google

Account.

Wa ntS tO aCCQSS you r ® View and sign in to your Google Cloud SQL instances @
Goog Ie ACCO u nt ® View and manage your Google Compute Engine ©)

resources

0 erik fredericks@gmail.com ® View and manage your applications deployed on ©)
Google App Engine

Make sure you trust Google Cloud SDK

You may be sharing sensitive info with this site or app. Learn about how
Google Cloud SDK will handle your data by reviewing its terms of service
and privacy policies. You can always see or remove access in your
Google Account.

Learn about the risks

( Y ( )




Let's try that last one again, but locally

$ gcloud compute instances create ubuntu-test-vm-local \
--zone=us-east5-a \
--image-family=ubuntu-2204-1ts \
--image-project=ubuntu-os-cloud \
--machine-type=e2-medium

You may need other libraries to get going (e.g., AppEngine specific)



Start

Are you
running code in a
single-user development

Does your use
case require a

Authenticate with
user credentials

service account?

environment?

Impersonate a
service account

Are you running
containers
in GKE or Anthos?

Are you running code in
Google Cloud?

Configure
workload identity
federation for GKE

Does your workload
use an external

W

Attach a
service account

identity provider?

Configure
workload identity
federation

Use a service
account key




Example 3: Creating and filling a Bucket

What is a bucket?
- Place to store files!

Naturally could do this through the Console, but let's try in the shell

$ gcloud storage buckets create gs://BUCKET_ NAME
--location=BUCKET_LOCATION

SO...

gcloud storage buckets create gs://fredericks-test-bucket
--location=us-eastl

Bucket name must be globally unique
D



Adding to the bucket

Let's grab a file first
Naturally...
$ wget

https://gifdb.com/images/high/obi-wan-kenobi-well-hello-there-hzgu
i7yrSketac2c.gif

Then to make life easier
$ mv obi-wan-kenobi-well-hello-there-hzgui7yr5ketac2c.gif
hello.gif


https://gifdb.com/images/high/obi-wan-kenobi-well-hello-there-hzgui7yr5ketac2c.gif
https://gifdb.com/images/high/obi-wan-kenobi-well-hello-there-hzgui7yr5ketac2c.gif

Uploading
$ gcloud storage cp OBJECT LOCATION gs://DESTINATION BUCKET_NAME

ergo

$ gcloud storage cp hello.gif gs://fredericks-test-bucket



Example 4. RESCUING AN SSH SESSION

One of the most common problems you'll have with VMs (i.e., Compute Engine)

How does this happen?
1) You create a VM

)
2) You connect to the VM and spend a /ot of time getting it just so
3) You enable the firewall
4) You close the SSH session
5 ..
6) You re-open the SSH session?

a) You re-open the SSH session? \ ‘ o
L 4 n |

HELP!!!



Weirdly, the video I've posted for CIS655 that has the
most comments from people around the world

Highlighted comment

@TejasPaliya
thanks bro. you are a lifesaver

Not trying to flex, just weird 690

@almolly 1 year ago

. . . . .
tt Y T t f t f / It's always the accounts with small subscribers that usually have the solutions to problems. Thank you Erik. Solved a problem of over 2 months. I just used to create a new virtual machine.
getiing nourications ror ciass P

material @ 2wt

(@annanevesdevops 4 go
you have no idea how you saved me m, thank you!

5 G @, Reply

@noor-ul-qumar3078 3 ago
thanks a lot, very helpful, keep going, best of luck

5 &P O Resy

@GizmoHey 1 month ago

Thank you so much you're a life saver
5 &P O Repy

@Muslitoo 0

Worked, u are aver thank you :D
5 G @ Repy
(@SameerPanda006 1 year ago

It worked for me. Great Job!

5 GO @ Repy
@narendrakumarva647 10 mor

Its worked perfectly :)

b &P @ Reny




https://cloud.google.com/compute/docs/troubleshooting/troubleshooting-using-serial-console

Anyway, what we need to do is enable the serial
console

(This is assuming you made a Debian-flavored server and can use the ufw
command - you'd have to use whichever firewall you enabled for other server OSs)

1.
2.
3.

o o

Shut the machine off

Edit it and click the checkbox for remote access via the serial console

Add the bash script mentioned in the link above, replacing USERNAME with
your Google Cloud username and password with a temporary one

Save it, turn on your machine, connect via serial console, login with the
username/pw you just added

sudo ufw allow 22

Shut off, edit machine again, disable serial and remove bash script, done


https://cloud.google.com/compute/docs/troubleshooting/troubleshooting-using-serial-console

What just happened?

T
We connected via serial PHEW!!!

- Pretend we plugged in a keyboard instead of remoted in

We used our local account with a temporary password to access the VM
We opened the SSH port (22) so that it wasn't blocked

Then, we cleaned up after ourselves so that there aren't any dangling login
methods others can exploit



Welcome to App Engine

Build scalable apps in any language on Google’s infrastructure



Deploying an App Engine .... app

ONE THING TO KEEP IN MIND THAT *CAN* BE THE MOST FRUSTRATING THING
IN THE WORLD WITH APP ENGINE

- Once you enable App Engine on a project, it cannot be deleted or disabled
(Unless if this has been changed, but for the past 5 years you can't)

- Meaning, you have to delete the project if you don't want it active anymore



So first, let's try to be smart about this since we know
we'll be deleting it anyway

= Google Cloud ‘ :
New Project

Project name *

[ cloudshell-appengine-test] (2] ]

Project ID: composite-bruin-431819-a0. It cannot be changed later. EDIT

Location * .
l B No organization BROWSE ‘

Parent organization or folder

But we still have to deal with this!

U

prik fredericks @cloudshell: (cloud-apps-demos-w24) §

“=* Terminal (cloud-apps-demos-w24) X + ~

How?



So first, let's try to be smart about this since we know

we'll be deleting it anyway

= Google Cloud ‘ )

New Project

Project name *

[ cloudshell-appengine-test] (2] ]

Project ID: composite-bruin-431819-a0. It cannot be changed later. EDIT

Location * .
l B No organization BROWSE ‘

Parent organization or folder

B9 CLouDSHELL
b e Terminal (cloud-apps-demos-w24) X + ~

But we still have to deal with this!

U

= rik_fredericks@cloudshell H

(=l n“f‘—::‘\:‘\a_r‘nmnn— 2 ‘_) s

gcloud config set project <project id>



Anyway, here's the deployment

https://codelabs.developers.google.com/codelabs/cloud-app-engine-python3

We'll step through it together...

(After we get to the code, move on to the next slide because we have EXTRA
CONTENT TO SEE)


https://codelabs.developers.google.com/codelabs/cloud-app-engine-python3

Testing!
Prior to deploying to App Engine, we can test it locally
First, install the Python libraries
- A better Python program would do this in a virtual environment...

- python3 -m pip install -r requirements.txt

And then run the program
- python3 main.py

And then open the proxied debug view

2 Open Editor B & [ s




Permissions error

If we see this:

ERROR: (gcloud.app.deploy) Permissions
error fetching application
[apps/cloudshell-appengine-test]. Please
make sure that you have permission to
view applications on the project and that
<email> has the App Engine Deployer
(roles/appengine.deployer) role

Then go to Cloud Build and enable it

<

L

Cloud Build API

Google Enterprise API

Continuously build, test, and deploy.

TRYTHIS API (2




Permissions error

If we see this:

ERROR: (gcloud.app.deploy) Permissions
error fetching application
[apps/cloudshell-appengine-test]. Please
make sure that you have permission to
view applications on the project and that
<email> has the App Engine Deployer
(roles/appengine.deployer) role

Then go to IAM and give yourself the
App Engine Deployer role
- If that doesn't work, try App Engine
Admin

Edit access to "cloudshell-appengine-test”

Principal @ Project

erik.fredericks@gmail.com cloudshell-appengine-test

Assign roles

Roles are composed of sets of permissions and ine what the princip

with this resource. Learn more 3

Role

Full access to most Google Cloud
resources. See the list of included
permissions

[Selem 3 101 ey 1AM condition (optional

= Filter app engine d

1AM condition (optional) @
[0‘”"9’ v ] + ADD IAM CONDITION

X

App Engine Deployer
Necessary permissions to deploy new code to App Engine, and
remove old versions.

' App Engine Memcache Data Admin
Can get, set, delete, and flush App Engine Memcache items.

App Engine Admin
Full management of App Engine apps (but not storage)

App Engine Service Admin
Can view and change traffic splits, scaling settings, and delete old
versions; cant create new versions.

MANAGE ROLES




End result

C 25 composite-bruin-431819-a0.ue.r.appspot.com

Hello there!

So what do we have here?

- A Flask application running on the cloud

- Could become anything! But, you now have a backend server that can do all kinds of incredible
things

- Anything supported by App Engine can be hosted here!
- Per usual though, check the $$ guide

Delete the project when done! You don't want bots hitting that URL!
...why?



Updating!
We have a neat thing in a bucket somewhere...
Update the HTML page:

- Grab the URL to the GIF and paste into the HTML
<img src="link to gif.gif" />
Redeploy app

$ gcloud app deploy --quiet



But wait...
Didn't work?

What's wrong?



Update URL and redeploy!

Permissions!

Need to be very careful with this
- Public access means anybody/thing can access

- What happens if somebody bots your site?
$$$

But, assume we have the cash to support it, let's make it public
- Alternatively, you can grant fine-grained access to whatever cloud product

needs the file

https://cloud.gooqgle.com/storage/docs/access-control/making-data-public

$ gcloud storage objects update gs://BUCKET_NAME/OBJECT_NAME
--add-acl-grant=entity=AllUsers,role=READER


https://cloud.google.com/storage/docs/access-control/making-data-public

Ok...

Short little bit of teamwork - think for ¥5 minutes and then I'll ask teams to share...
Assume we have the following two use cases:

1) | need your teams to host a static HTML web application for our small

family-based business

a) What product/tools would you use?
b) What concerns do you have?

2) | need your teams to build a mobile application that can serve customers in our

different world-wide regions (e.g., North America, Europe, Asia, etc.)
a) What product/tools would you use?
b) What concerns do you have?



