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It Helps to Network
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Module 1 Module 2 Module 3 Module 4 Module 5

Module 6 Module 7 Module 8 Module 9 Module 10

So, What’s the Cloud 
Anyway?

Start with a Solid 
Platform

Use Google Cloud to 
Build Your Apps

Where Do I Store This 
Stuff?

There’s an API for 
That!

You Can’t Secure the 
Cloud, Right? It Helps to Network Let Google Keep an 

Eye on Things

You Have the Data, 
but What Are You 

Doing with It?

Let Machines Do the 
Work

Google Cloud skills badges

Course map
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Learn how to ... (1/2)
Demonstrate how to build secure networks in 
the cloud

● Explore basic networking in the cloud

● Discuss how to build virtual private clouds 
(VPCs)

● Explain the use of public and private IP 
addresses in the cloud

● Describe the Google Network, including 
regions, zones, cache nodes, points of 
presence (PoPs), and fiber architecture

● Explore the role of firewall rules and routes

Copyright Google LLC. For educational purposes in accordance with the terms of use set forth on the program Website.

https://sites.google.com/google.com/gcp-teachingresources/privacy-and-terms


Learn how to ... (2/2)
● Explore hybrid cloud networking 

options including virtual private 
networks (VPNs), interconnect, and 
direct peering

● Differentiate between load balancing 
options in the cloud
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Introduction to Networking in the 
Cloud

Defining a Virtual Private Cloud

Public and Private IP Address 
Basics

Google’s Network Architecture

Routes and Firewall Rules in the 
Cloud

Agenda (1/3)
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Multiple VPC Networks

Lab: Multiple VPC Networks

Lab: VPC Networks - Controlling 
Access

Building Hybrid Clouds using 
VPNs, Interconnecting, and Direct 
Peering

Agenda (2/3)
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Different Options for Load 
Balancing

Lab: HTTP Load Balancer with 
Cloud Armor

Lab: Create an Internal Load 
Balancer

Quiz

Summary

Agenda (3/3)
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Introduction to Networking in the 
Cloud

Defining a Virtual Private Cloud

Public and Private IP Address 
Basics

Google’s Network Architecture

Routes and Firewall Rules in the 
Cloud

Agenda
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A background to networking
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Copyright Google LLC. For educational purposes in accordance with the terms of use set forth on the program Website.
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Web clients

Cloud DNS

Cloud Load 
Balancer

Cloud DNS
Cached 
contentEnterprise data center

Enterprise networks
(192.168.0.0/16)

Enterprise computing

Cloud VPN

Network
Global container for

subnetworks

Frontend

Compute 
Engine

Subnetwork 1
(10.1.0.0/16)

Backend

Compute 
Engine

Subnetwork 2
(10.2.0.0/16)

Cloud 
firewall

Internet

Cloud 
Interconnect

Optional content available for use if required

How Google networking works
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Introduction to Networking in the 
Cloud

Defining a Virtual Private Cloud

Public and Private IP Address 
Basics

Google’s Network Architecture

Routes and Firewall Rules in the 
Cloud

Agenda
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Allow the deployment of IaaS resources

No IP address ranges

Global

Contain subnets

VPCs are software defined network (SDN) constructs
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Internet

Region: us-west1

Zone: us-west1-a

subnet1: 10.240.0.0/24

Region: us-east1

Zone: us-east1-a

subnet2: 192.168.1.0/24

Internet Gateway

Zone: us-east1-b

subnet3: 10.2.0.0/16

VM
10.240.0.2

VM
10.240.0.3

VM
192.168.1.2

VM
192.168.1.3

VM
10.2.0.2

VM
10.2.0.3

VPC Routing

VPN Gateway

On Premises

A VPC network is a virtual version of a physical 
network and is a global resource
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Subnets are regional and extend across zones in the 
same region
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Internet

Region: us-west1

Zone: us-west1-a

subnet1: 10.240.0.0/24

Region: us-east1

Zone: us-east1-a

subnet2: 192.168.1.0/24

Internet Gateway

Zone: us-east1-b

subnet3: 10.2.0.0/16

VM
10.240.0.2

VM
10.240.0.3

VM
192.168.1.2

VM
192.168.1.3

VM
10.2.0.2

VM
10.2.0.3

VPC Routing

VPN Gateway

On Premises

VPC Network
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VPC
Network 

1

VPC
Network 

2

VPC
Network 

3

VPC
Network 

4

VPC
Network 

5

us-east1

asia-east1

Google Cloud 
Project

Internet

VM1

VM2 VM3 VM4
Private IP

Private IP

Public IPPublic IP

Network behavior within a project
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Auto subnet mode

● One subnet from each region is 
automatically created

● Set of predefined IP ranges

● Comes with default firewall rules

● Expandable up to /16 only

● Good for isolated use cases (Proof of 
concepts (PoCs), testing, etc.)

Custom subnet mode

● No subnets are automatically created

● Subnets and IP ranges are defined

● No default firewalls rules

● Expandable to any RFC 1918 size

● Recommended for Production 
environments 

The differences between auto and custom networks
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Introduction to Networking in the 
Cloud

Defining a Virtual Private Cloud

Public and Private IP Address 
Basics

Google’s Network Architecture

Routes and Firewall Rules in the 
Cloud

Agenda
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● Subnets need to be configured with a private IP address range.
● IP addresses are used for internal network communication.
● Each octet is represented by 8 bits.
● The /## determines the number of address bits that are static.

10 . 0 . 0 . 0    /16
00001010 00000000 00000000 00000000

/16 freezes first two octets

A VPC is made up of subnets
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● The CIDR range determines how many IP addresses are available.
● Adding 1 to the /## will cut the available IP addresses in half.

CIDR IP address totals

/16
65,536

/17
32,768

/18
16,384

/19
8,192

/20
4,096

/21
2,048

/22
1,024

/23
512

/24
256

/25
128

/26
64

/27
32

/28
16

A /16 range will provide 65,536 available IP addresses
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https://serverfault.com/questions/12854/cidr-for-dummies 

https://serverfault.com/questions/12854/cidr-for-dummies


Internet

Cloud External 
IP Addresses

Internal IP

● Allocated from subnet range to VMs
by DHCP.

● DHCP lease is renewed every 24 hours.

● VM name and IP is registered with 
network-scoped DNS.

External IP

● Can be assigned from pool (ephemeral) or 
reserved (static).

● Billed when not attached to a running VM.

● VM doesn't know the external IP; it’s 
mapped to the internal IP.

Public and Private IP address basics
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Introduction to Networking in the 
Cloud

Defining a Virtual Private Cloud

Public and Private IP Address 
Basics

Google’s Network Architecture

Routes and Firewall Rules in the 
Cloud

Agenda
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Virtual Private 
Cloud

Manage 
networking for 
resources

Cloud Load 
Balancer

Worldwide 
autoscaling and 
load balancing

Cloud CDN

Content delivery 
network

Cloud 
Interconnect Cloud DNS

Fast, high 
availability 
interconnect

Highly available 
global DNS 
network

The primary products included in Google networking
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Google Cloud 
Regions and 
Zones

São Paulo

Oregon

Las Vegas

Salt Lake City

Los Angeles

Iowa*
Montréal

N. Virginia

S. Carolina

London

Netherlands

Belgium Frankfurt
Warsaw

Finland

Zurich

Mumbai

Singapore

Jakarta

TaiwanHong Kong

Tokyo

Osaka

Seoul

Sydney

Doha

Melbourne

Delhi

Toronto

Santiago

Paris

Madrid
Milan

Current region 
with 3 zones

Future region 
with 3 zones

* Exception: region has 4 zones.
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Edge point of 
presence

Current region 
with 3 zones

Future region 
with 3 zones

* Exception: region has 4 zones.
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Edge point of 
presence

Current region 
with 3 zones

Future region 
with 3 zones

* Exception: region has 4 zones.

Network
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Introduction to Networking in the 
Cloud

Defining a Virtual Private Cloud

Public and Private IP Address 
Basics

Google’s Network Architecture

Routes and Firewall Rules in the 
Cloud

Agenda

Copyright Google LLC. For educational purposes in accordance with the terms of use set forth on the program Website.

https://sites.google.com/google.com/gcp-teachingresources/privacy-and-terms


Every network has routes that let instances in a network send 
traffic directly to each other.

Every network has a default route that directs packets to 
destinations that are outside the network.

Firewall rules must also allow the packet.

A route maps an IP range to a destination
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192.168.5.0/24
10.146.0.0/20
10.128.1.0/20
0.0.0.0/0

0.0.0.0/010.146.0.0/20

10.128.1.0/20

192.168.5.0/24

VM Routing Table

Internet

Routes map traffic to destination networks
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Instance routing tables
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10.100.0.0/16 -> default-route-78…
0.0.0.0./0 -> default-route-6807...

Internet

10.100.0.0/16 -> default-route-78…
0.0.0.0./0 -> default-route-6807…
172.12.0.0/16 -> vpngateway

10.100.0.0/16 -> default-route-78…
0.0.0.0./0 -> default-route-6807…
172.12.0.0/16 -> vpngateway

vpngateway

vm1

vm2
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Routes define the paths network traffic takes from a 
VM instance to other destinations
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System-generated 
routes

Custom
routes

Default route Subnet route Static route Dynamic route

Optional content available for use if required

There are four different types of routes
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Google Cloud then looks for another route with the most 
specific destination.

If no applicable destination is found, Google Cloud drops the packet.

If more than one route has the same most specific destination, Google 
Cloud considers the priority of the route.

Subnet routes are considered first.

Optional content available for use if required

The routing order

Copyright Google LLC. For educational purposes in accordance with the terms of use set forth on the program Website.
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Firewalls protect virtual machine instances from 
unapproved connections
● VPC network functions as a distributed 

firewall.

● Firewall rules are applied to the network 
as a whole.

● Connections are allowed or denied at 
the instance level.

● Firewall rules are stateful.

● Implied deny all ingress and allow all 
egress.
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Express your desired firewall configuration as a set
of firewall rules
● Direction of the rule

● Source or destination of the 
connection

● Protocol and port of the connection

● Action of the rule

● Priority of the rule

● Rule assignment
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Conditions:

● Destination CIDR ranges

● Protocols

● Ports

Action:

● Allow: permit the matching egress 
connection

● Deny: block the matching egress 
connection

External hosts

VM

Firewalls (egress)

Google Cloud Virtual 
Network

Google Cloud Virtual 
Network

Firewalls (egress)

VM VM

Google Cloud firewall use case: Egress
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Conditions:

● Source CIDR ranges

● Protocols

● Ports

Action:

● Allow: permit the matching 
ingress connection

● Deny: block the matching ingress 
connection

External hosts

VM

Firewalls (ingress)

Google Cloud Virtual 
Network

Google Cloud Virtual 
Network

Firewalls (ingress)

VM VM

Google Cloud firewall use case: Ingress
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Multiple VPC Networks

Lab: Multiple VPC Networks

Lab: VPC Networks - Controlling 
Access

Building Hybrid Clouds using 
VPNs, Interconnecting, and Direct 
Peering

Agenda
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Cloud VPC Network

Web Application Server

Processed Changes

Recommendation Service

Data Warehouse

Personalization Service

Data Warehouse

Analytics Service

Data Warehouse

On-Premises

Clients

Connectivity Google Cloud Project

Connect resources from multiple projects to a 
common VPC network
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Client
Compute Engine

Serving Instance
Compute Engine

Project customer-prod Project service-prod
Private IP

Consumer 
Instance Admin

Producer Instance 
AdminConsumer 

Network 
Admin

Producer 
Network 

Admin

Organization node 
example.com

Organization node 
SaaS.com

VPC Consumer Network VPC Producer Network

VPC Network Peering allows private RFC 1918 
connectivity across two VPC networks
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Considerations for VPC Network Peering
● Works with Compute Engine, Google 

Kubernetes Engine, and App Engine 
flexible environments.

● Peered VPC networks remain 
administratively separate.

● Each side of a peering association is 
set up independently.

● No subnet IP range overlap across 
peered VPC networks.
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N2

Compute Engine
Compute Engine

N3

Compute Engine
Compute Engine

N1

Compute Engine
Compute Engine

VPC Peering

No transitive Peering

VPC Peering

Only directly peered networks can communicate
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Consideration Shared VPC VPC Network Peering

Across organizations No Yes

Within project No Yes

Network administration Centralized Decentralized

Shared VPC versus VPC peering
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Multiple VPC Networks

Lab: Multiple VPC Networks

Lab: VPC Networks - Controlling 
Access

Building Hybrid Clouds using 
VPNs, Interconnecting, and Direct 
Peering

Agenda
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Multiple VPC Networks
Lab Intro
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Create several VPC networks and virtual machine 
instances and test connectivity across networks.

The lab can be found here.

https://sites.google.com/google.com/gcp-teachingresources/privacy-and-terms
https://run.qwiklabs.com/focuses/1230?parent=catalog


Lab objectives
Create custom mode VPC networks with 
firewall rules.

Create virtual machine instances using 
Compute Engine.

Explore the connectivity for virtual 
machine instances across VPC networks.

Create a virtual machine instance with 
multiple network interfaces.
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Networking 101
(Alternative)

Lab Intro
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Develop a network and three subnetworks.

The lab can be found here.

https://sites.google.com/google.com/gcp-teachingresources/privacy-and-terms
https://www.qwiklabs.com/focuses/1743?parent=catalog


Lab objectives
Set up your lab environment and learn 
how to work with your Google Cloud 
environment.

Deploy a common network with subnets 
and multiple regions using common open 
source tools to explore your network 
around the world.

Test and monitor your network and 
instances.
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Multiple VPC Networks

Lab: Multiple VPC Networks

Lab: VPC Networks - Controlling 
Access

Building Hybrid Clouds using 
VPNs, Interconnecting, and Direct 
Peering

Agenda

Copyright Google LLC. For educational purposes in accordance with the terms of use set forth on the program Website.

https://sites.google.com/google.com/gcp-teachingresources/privacy-and-terms


VPC Networks -
Controlling Access

Lab Intro
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Create NGINX web servers, control external HTTP 
access to the web servers using tagged firewall 
rules, and explore IAM roles and service accounts.

The lab can be found here.
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Lab objectives
Create an NGINX web server.

Create tagged firewall rules.

Create a service account with
IAM roles.

Explore permissions for the Network 
Admin and Security Admin roles.
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Using VPC Network Peering 
(Alternative)
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Lab Intro

Configure VPC Network Peering between two 
networks.

The lab can be found here.
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Lab objectives
Explore connectivity between non-peered 
VPC networks.

Configure VPC Network Peering.

Verify private communication between 
peered VPC networks.

Delete VPC Network Peering.
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Multiple VPC Networks

Lab: Multiple VPC Networks

Lab: VPC Networks - Controlling 
Access

Building Hybrid Clouds using 
VPNs, Interconnecting, and Direct 
Peering

Agenda
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Cloud VPN securely connects an on-premises 
network to a Google Cloud VPC network
● Useful for low-volume data 

connections

● 99.9% SLA

● Supports:
○ Site-to-site VPN
○ Static routes
○ Dynamic routes (Cloud Router)
○ IKEv1 and IKEv2 ciphers
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On-premises
network

10.0.1.0/24

10.0.2.0/24

10.0.29.0/24

10.0.30.0/24

On-premises
subnets and resources

. . . 

On-premises
VPN gateway

On-premises
external IP

Max. MTU = 1460 
bytes

Internet

VPN tunnel (Encrypted traffic)

Cloud VPN gateway

Routing table
VPN routing

Google Cloud 
resources

Project

VPC network us-east1 Google Cloud 
regional external IP

us-west1

10.21.0.0/16 192.168.1.0/24

Google Cloud 
resources

Optional content available for use if required

Static VPN topology
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Rack 1: 10.0.1.0/24

Rack 1: 10.0.2.0/24

Rack 1: 10.0.29.0/24

Rack 1: 10.0.30.0/24

. . . 

Peer Gateway
169.254.1.2

10.20.0.0/16
(Test)

10.21.0.0/16
(Prod)

10.22.0.0/16
(Staging)

Google VPN 
Gateway

169.254.1.1
Cloud Router

Internet

VPN tunnel using 
dynamic routing

BGP link-local 
IP addresses

Peer Gateway with 
graceful restart

BGP Session Peer Network

Optional content available for use if required

Dynamic routing topology with Cloud Router
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Cloud 
Interconnect - 

Dedicated

Cloud 
Interconnect - 

Partner

Cloud Interconnect offers two options to extend an 
on-premises network to a Google Cloud VPC network
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Google 
Peering 

Edge

Customer 
Peering 
Router

Co-location Facility

Headquarters

External Data CenterVM Instances

Compute Engine

Cloud Network Customer Network

Dedicated Interconnect
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Google 
Peering 

Edge

Service 
Provider 
Peering

Co-location Facility

One Network

Customer 
Peering 
RouterVM Instances

Compute Engine

Cloud Network Customer Network

Headquarters

External Data Center

Partner Interconnect
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Compute

10.128.0.2

Cloud Router

Link-local address:
169.254.10.1

us-central1 10.128.0.0/20

my-network (my-project1) Colocation Facility

Zone 1

User

196.168.0.11

On-premises 
router

Link-local address:
169.254.10.2

Google 
Peering Edge

My-interconnect 
(my-project1)

Colocation Facility

Subnet:
192.168.0.0/24

Optional content available for use if required

Dedicated Interconnect provides direct physical 
connections
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Google Cloud region

VPC network

Co-location facility

Service provide network

VPC subnet

Cloud Router Cloud peering edge Service provider 
peering edge On-premises router

On-premises subnet

On-premises network

BGP

Partner Interconnect provides connectivity through a 
supported service provider
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Connection Provides Capacity Requirements Access type

IPsec VPN tunnels Encrypted tunnel to 
VPC networks 
through the public 
internet

1.5 - 3.0 Gbps per 
tunnel

On-premises VPN 
gateway

Internal IP addresses

Dedicated 
Interconnect

Dedicated, direct 
connection to VPC 
networks

8 x 10 Gbps circuits, 
or
2 x 100 Gbps circuits 
per connection

Connection in a 
colocation facility

Internal IP addresses

Partner Interconnect Dedicated 
bandwidth, 
connection to VPC 
network through a 
service provider

50 Mbps – 10 Gbps
per connection

Service provider Internal IP addresses

A comparison of interconnect options
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Direct Peering provides a direct connection between 
a business network and Google’s

● Leverage Google’s broad-reaching 
edge network locations.

● Exchange BGP routes between Google 
and the peering entity.

● Reach all of Google’s services.

● No SLA applies.

● Peering requirements must be 
satisfied.
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Carrier Peering provides connectivity through a 
supported partner

● An alternative if Google’s peering 
requirements cannot be met.

● Leverage a provider’s enterprise- grade 
network services to access Google 
applications.

● Get connections with higher availability 
and lower latency.

● No SLA offered by Google but may be 
offered by the provider.
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Connection Provides Capacity Requirements Access type

Direct Peering Dedicated, direct 
connection to 
Google's network

10 Gbps per link Connection in Google 
Cloud PoPs

Public IP addresses

Carrier Peering Peering through a 
service provider to 
Google’s public 
network

Varies based on 
partner offering

Service provider Public IP addresses

A comparison of peering options
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Different Options for Load 
Balancing

Lab: HTTP Load Balancer with 
Cloud Armor

Lab: Create an Internal Load 
Balancer

Quiz

Summary

Agenda
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Global

HTTP(S) load 
balancing

Distributes HTTP(S) traffic among groups of instances based on:
● Proximity to the user
● Requested URL
● Both

External
SSL Proxy load 
balancing

Distributes SSL traffic among groups of instances based on 
proximity to the user.

TCP Proxy load 
balancing

Distributes TCP traffic among groups of instances based on 
proximity to the user.

Regional

Network load 
balancing

● Distributes traffic among a pool of instances within a region. 
● Can balance any kind of TCP/UDP traffic.

Internal load 
balancing

Distributes traffic from Google Cloud virtual machine instances to 
a group of instances in the same region.

Internal

Use load balancing to distribute user requests 
among sets of instances
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Global
forwarding 

rule

Internet

External
Global IP

Target proxy

URL 
map

Backend 
service

Health 
check

Managed instance 
group

Firewall rule

● Serving capacity
● Zone
● Instance health

Backends

Load balancing 
configuration

● IP address
● Protocol
● Port 

1
2

3
45

6

7

Optional content available for use if required

Traffic flows through an HTTP(S) global load balancer 
in different stages
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Cloud Load Balancing with SSL proxy
Cloud Load Balancing with SSL

Cloud Load Balancing (with SSL proxy)
Load balancing IP: 120.1.1.1, port: 443

Zone:
us-central1-b

In
st

an
ce

 G
ro

up

Instance

Instance

Instance

Zone:
us-east1-b

In
st

an
ce

 G
ro

up

Instance

Instance

Instance

*
*

User in Iowa User in Boston

Connection-1

Connection-2
*

You can separately decide 
if you want SSL between 
the proxy and your 
backends or not. Google 
recommends using SSL.

SSL traffic SSL traffic

*

Region: US Central Region: US East

Terminate TCP
connection here

Optional content available for use if required
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Cloud Load Balancing with TCP proxy
Cloud Load Balancing with TCP

Cloud Load Balancing (with TCP proxy)
Load balancing IP: 120.1.1.1, port: 110

Zone:
us-central1-b

In
st

an
ce

 G
ro

up

Instance

Instance

Instance

Zone:
us-east1-b

In
st

an
ce

 G
ro

up

Instance

Instance

Instance

*
*

User in Iowa User in Boston

Connection-1

Connection-2
*

You can decide if you 
want to use TCP or SSL 
between the proxy and 
your backends.

TCP traffic TCP traffic

*

Terminate TCP
connection here

Region: US Central Region: US East

Optional content available for use if required
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Target pool

Failover 
ratio

Health check Backup 
target pool

Forwarding rule

● IP address
● Protocol
● Port range (optional)

Internet

External
IP address

Not global external IP address

Not global forwarding rule

Firewall rule

Managed instance 
group

Instance 
template

Autoscaler

8

9

10

Optional content available for use if required

Network load balancing when running a managed 
instance group
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User in San 
Francisco

User in Iowa

User in 
Singapore

Google global load balancing
HTTP(S) Load Balancer 10

0.
1.

1.
1,

80

Web tier

Web tier

Web tier

Internal tier

Internal tier

Internal tier

Database tier

Database tier

Database tierIP
:1

0.
20

.1
.1

,
Po

rt
: 8

0
IP

:1
0.

10
.1

0.
10

, P
or

t: 
80

us-central-1a

us-central-1b

asia-east-1a

In
te

rn
al

 lo
ad

 
ba

la
nc

in
g

In
te

rn
al

 lo
ad

 
ba

la
nc

in
g

Optional content available for use if required

HTTP(S) and internal load balancing example
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Different Options for Load 
Balancing

Lab: HTTP Load Balancer with 
Cloud Armor

Lab: Create an Internal Load 
Balancer

Quiz

Summary

Agenda
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HTTP Load Balancer with
Cloud Armor

Lab Intro

Copyright Google LLC. For educational purposes in accordance with the terms of use set forth on the program Website.

Configure an HTTP load balancer with global 
backends and stress test the load balancer and 
blocklist the stress test IP with Cloud Armor.

The lab can be found here.

https://sites.google.com/google.com/gcp-teachingresources/privacy-and-terms
https://run.qwiklabs.com/focuses/1232?parent=catalog


Lab objectives
Create HTTP and health check
firewall rules.

Configure two instance templates.

Create two managed instance groups.

Configure an HTTP load balancer with 
IPv4 and IPv6.

Stress test an HTTP load balancer.

Blocklist an IP address to restrict access 
to an HTTP load balancer.
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HTTP Load Balancer
(Alternative)

Lab Intro
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Set up an HTTP global load balancer and learn 
how load balancing can help scale your 
applications on Compute Engine.

The lab can be found here.

https://sites.google.com/google.com/gcp-teachingresources/privacy-and-terms
https://www.qwiklabs.com/focuses/699?parent=catalog


Lab objectives
Add an HTTP firewall rule allowing 
network access to the Backend
VM instances.

Create Managed Instance Groups with 
the VM instance configurations.

Create the HTTP Load Balancer with 
backends to route requests to available 
instances.
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Different Options for Load 
Balancing

Lab: HTTP Load Balancer with 
Cloud Armor

Lab: Create an Internal Load 
Balancer

Quiz

Summary

Agenda
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Create an Internal Load Balancer
Lab Intro
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Create managed instance groups in the same 
region and configure and test an internal load 
balancer with the instance groups as the 
backends.

The lab can be found here.

https://sites.google.com/google.com/gcp-teachingresources/privacy-and-terms
https://run.qwiklabs.com/focuses/1250?parent=catalog


Lab objectives
Create HTTP and health check
firewall rules.

Configure two instance templates.

Create two managed instance groups.

Configure and test an internal load 
balancer.
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Internal Load Balancer 
(Alternative)

Lab Intro
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Create a public-facing web server to serve the 
result of several "complex" calculations, in this 
case, calculating prime numbers.

The lab can be found here.

https://sites.google.com/google.com/gcp-teachingresources/privacy-and-terms
https://run.qwiklabs.com/focuses/1910?parent=catalog


Lab objectives
Create a managed instance group of 
backends.

Point an internal load balancer to the 
backends.

Test the internal load balancer, and call it 
from a public facing web server.
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Different Options for Load 
Balancing

Lab: HTTP Load Balancer with 
Cloud Armor

Lab: Create an Internal Load 
Balancer

Quiz

Summary

Agenda

Copyright Google LLC. For educational purposes in accordance with the terms of use set forth on the program Website.

https://sites.google.com/google.com/gcp-teachingresources/privacy-and-terms


Copyright Google LLC. For educational purposes in accordance with the terms of use set forth on the program Website.

Scenario #1
Question

What is a key distinguishing feature of networking in Google Cloud?

A. Unlike other cloud providers, access lists and firewall rules are available.

B. Network topology is not dependent on IP address layout.

C. Network topology is dependent on IP address layout.

D. IPV4 is supported.
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Scenario #1
Answer

What is a key distinguishing feature of networking in Google Cloud?

A. Unlike other cloud providers, access lists and firewall rules are available.

B. Network topology is not dependent on IP address layout.

C. Network topology is dependent on IP address layout.

D. IPV4 is supported.
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Scenario #2
Question

Which one of the following is true?

A. VPCs are global and subnets are regional.

B. VPCs are regional and subnets are zonal.

C. VPCs are regional. Subnets are not used in Google Cloud.

D. Both VPCs and subnets are global.
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Scenario #2
Answer

Which one of the following is true?

A. VPCs are global and subnets are regional.

B. VPCs are regional and subnets are zonal.

C. VPCs are regional. Subnets are not used in Google Cloud.

D. Both VPCs and subnets are global.
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Scenario #3
Question

Select the global load balancer from the list.

A. Internal

B. Network

C. Elastic

D. TCP Proxy
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Scenario #3
Answer

Select the global load balancer from the list.

A. Internal

B. Network

C. Elastic

D. TCP Proxy
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Different Options for Load 
Balancing

Lab: HTTP Load Balancer with 
Cloud Armor

Lab: Create an Internal Load 
Balancer

Quiz

Summary

Agenda
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Summary (1/3)
● Computers connect via networks. Google Cloud delivers millions of customers’ 

software and services around the globe through its online Cloud network.

● IP addresses allow networks to connect internally. They can be either public or 
private.

● Google’s networking products include: Virtual Private Cloud, Cloud Load Balancer, 
Cloud CDN, Cloud Interconnect and Cloud DNS.

● VPCs are software defined network constructs. Google’s VPC is global. 

● A route is a mapping of an IP range to a destination that also consider firewall 
rules. Firewalls protect networks from unapproved connections.
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Summary (2/3)
● Shared VPC allows an organization to connect resources from multiple projects to a 

common VPC network.

● VPC Network Peering allows private RFC 1918 connectivity across two VPC networks.

● A connection can be made to Google Cloud using IPsec VPN. 

● Cloud Interconnect - Dedicated provides direct physical connectivity between a 
customer on-premise network and the Google Cloud network edge. Cloud 
Interconnect - Partner provides a Service Provider enabled connectivity between a 
customer on-premise network and the Google Cloud network edge.
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Summary (3/3) 
● Cloud VPN securely connects an on-premises network to a Google Cloud VPC network.

● Direct Peering provides a direct connection between a business network and Google’s. 
Carrier Peering provides connectivity through a supported partner.

● Load balancing can be used to take advantage of an augmented infrastructure.
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